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Detailed Action 

Claims 1-32 are pending in this Office Action. 

Information Disclosure Statement 

The information disclosure statements filed on 1/3/06 and 6/23/03 have been considered. 

Change of Address 

The change of address received on 6/20/06 has been entered. 

Specification 

The disclosure is objected to because it contains blank and attorney docket references to a 
copending related case on page 1, para 1 and page 15, para 3. 



Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis 
for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and vfzs published under Article 2 1(2) of such treaty in the English language. 

Claims 1-15, 16-22 and 23-27 are rejected under 35 U.S.C. 102(e) as being 
anticipated by U.S. Patent Publication No. 2003/0023333 by Birkle et al (Applicants IDS). 

Regarding claim 1, an equipment area network (EAN) for a plurality of pieces of equipment 



(Birkle: page 1, para 6), comprising: 
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a plurality of local controllers each being dedicated and connected to an individual one of 
said plurality of pieces of equipment (Birkle: page 2, para 21), respectively; 

a plurality of local Web servers each being dedicated and connected to an individual one 
of said plurality of controllers, respectively (Birkle: page 2, para 22); and 

local isolation means for selectively isolating said equipment area network from other 
networks outside of said equipment area network, said plurality of local Web servers being 
individually connected to said isolation means (Birkle: page 2, para 25; Fig. 3, tag 10). 

Regarding claim 2, the BAN of claim 1, further including: 

local browser means connected to said isolation means for selectively communicating with said 
plurality of local Web servers, and with remotely located Web servers in said other networks 
(Birkle: page 2, para 23). 

Regarding claim 5, the BAN of claim 2, wherein said local isolation means includes a plurality of 
local router/svsdtches each being connected to all of individual ones of said plurality of local 
controllers, respectively, to individual ones of said plurality of local browser means, respectively, 
and to at least one of said other networks (Birkle: page 2, para 25; page 4, para 43-44). 

Regarding claim 7, the BAN of claim 5, wherein said local browser means includes a plurality 
Web browsers, and said plurality of local router/switches are each connected to an individual one 
of said Web browsers, respectively (Birkle: page 2, para 23). 

Regarding claim 9, the BAN of claim 7, wherein said plurality of Web browsers each include: a 
PC (Birkle: page 1, para 7); and 

web browser software means for programming said PC to provide Web browser fimctions 
(Birkle: page 1, para 7; page 2, para 23, 25). 

Regarding claim 12, the BAN of claim 5, further including: 

said plurality of local router/switches each having a unique address. (Birkle: page 2, para 
25; Fig. 3, tag 10; control server also has a web server that has an IP address), respectively; 
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said plurality of local Web servers each having the same network address (Birkle: page 4, 
para 48; the address of the control server); and 

said local browser means includes a plurality of Web browsers each having the same 
address (Birkle: page 4, para 48). 



Regarding claim 14, the EAN of claim 12, further including a plurality of Ethernet input/output 
modules each having the same network address, and each being connected to individual ones of 
said plurality of local router/switches, respectively (Birkle: page 2, para 24-25). 

Regarding claim 6, the EAN of claim 2, wherein said local browser means includes a plurality of 
Web browsers each being individually connected to said local isolation means (Birkle: page 2, 
para 25; page 4, para 43-44). 

Regarding claim 8, the EAN of claim 6, wherein said plurality of Web browsers each include: a 
PC (Birkle: page 1, para 7); and 

web browser software means for programming said PC to provide Web browser fimctions 
(Birkle: page 1, para 7; page 2, para 23, 25). 

Regarding claim 3, the EAN of claim 1, wherein said plurality of local controllers each consist of 
a programmable logic controller (Birkle: page 3, para 33). 

Regarding claim 4, the EAN of claim 1, wherein said local isolation means includes a plurality of 
local router/svsdtches each being coimected to individual ones of said plurality of local Web 
servers respectively, and to at least one of said other networks (Birkle: page 2, para 25). 

Regarding claim 10, the EAN of claim 4, further including a plurality of Ethernet input/output 
modules connected to individual ones of said plurality of local router/swdtches, respectively 
(Birkle: page 2, para 24; Fig. 3). 



Regarding claim 1 1, the EAN of claim 4, further including: 
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said plurality of local router/switches each having a unique address (Birkle: page 2, para 
25; Fig. 3, tag 10; control server also has a web server that has an IP address), respectively; and. 

said plurality of local Web servers each having the same network address (Birkle: page 2, 
para 25; Fig. 3, tag 10). 

Regarding claim 13, the EAN of claim 11, further including a plurality of Ethernet input/output 
modules each having the same network address, and each being connected to individual ones of 
said plurality of local router/switches, respectively (Birkle: page 2, para 24-25). 

Regarding claim 15, the EAN of claim 1, wherein said plurality of local Web servers each further 
include means for providing Web pages identifying their associated piece of equipment, 
optionally its interconnection with other equipment included in the EAN, its present operating 
parameters, and other data of interest relative thereto (Birkle: page 2, para 25-27). 



Regarding claim 16, an equipment area network (EAN) (Birkle: page 1, para 6) comprising: 

at least one piece of equipment (Birkle: page 2, para 21); 

a controller connected to said equipment (Birkle: page 1 , para 2); 

a local Web server connected to said controller (Birkle: page 2, para 22); and 

isolation means connected to said Web server, for selectively isolating said EAN from 
other networks (Birkle: page 2, para 25; Fig. 3, tag 10). 

Regarding claim 17, the EAN of claim 16, further including a local HMI Web browser connected 
to said isolation means (Birkle: page 2, para 22-23). 

Regarding claim 18, the EAN of claim 16, wherein said controller is a programmable logic 
controller (Birkle: page 3, para 33). 

Regarding claim 19, the EAN of claim 16, wherein said isolation means consists of a 
router/switch (Birkle: page 2, para 25; Fig. 3, tag 10). 
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Regarding claim 20, the EAN of claim 16, further including: 

said controller consisting of a programmable logic controller (Birkle: page 3, para 33); 

and 

said isolation means consisting of a router/switch (Birkle: page 2, para 25; Fig. 3, tag 10). 

Regarding claim 21, the EAN of claim 17, wherein said local HMI Web browser includes: 
a PC (Birkle: page 1, para 7); and 

web browser software means for programming said PC to provide Web browser functions 
(Birkle: page 1, para 7; page 2, para 23, 25). 

Regarding claim 22, the EAN of claim 16, wherein said local Web server includes means for 
providing Web pages identifying said piece of equipment, optionally its interconnection with 
other equipment, its present operating parameters, and other data of interest relative thereto 
(Birkle: page 3, para 30-40). 

Regarding claim 23, a method for providing an equipment area network (EAN) for each one or 
more pieces of equipment or devices (Birkle: page 1, para 6), wherein for each local piece of 
equipment the method comprises the steps of: 

connecting a local controller to the piece of equipment (Birkle: page 2, para 21); 

connecting a local Web server to said controller (Birkle: page 2, para 22); 

connecting a local router between said Web server and a computer network, for providing 
isolation therebetween while allowing selective conununication therebetween (Birkle: page 2, 
para 25; Fig. 3, tag 10); and 

assigning a unique network address to said router for devices outside the EAN (Birkle: 
page 2, para 25; Fig. 3, tag 10; control server also has a web server that has an IP address). 
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Regarding claim 24, the method of claim 23, further including the steps of: connecting at least 
one Ethernet based input/output module to said router for devices inside the EAN (Birkle: page 
2, para 24-25). 

Regarding claim 25, the method claim 23, further including the steps of: 

connecting a spare port to said router for cormection to one of the group consisting of a 
laptop computer, sub-systems of said equipment, and other devices inside the EAN (Birkle: page 
'2, para 25; Fig. 3). 

Regarding claim 26, the method of claim 23, further including the step of: 

coimecting a local HMI Web browser to said router (Birkle: page 2, para 22-23; page 3, 
para 32). 

Regarding claim 27, the method of claim 23, further including the steps of: 

assigning the same network address, if an address is required, to each controller 

associated with each piece of equipment (Birkle: page 2, para 25; Fig. 3, tag 10; control server 

also has a web server that has an IP address); and 

assigning the same network address to each Web server associated with each piece of 

equipment (Birkle: page 4, para 48; the address of the control server). 



Claim Rejections - 35 USC § 103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 
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Claims 28-29, 31 are rejected under 35 U.S.C. 103(a) as being unpatentable by U.S. 
Patent Publication No. 2003/0023333 by Birkle et al (Applicants IDS) in view of U.S. Patent 
No. 7,058,973 by Sultan. 

Regarding claim 28, 

The Birkle reference teaches the method of claim 26, further including the steps of: 

(A) configuring said router to receive requests from Web browsers both local and remote 
to said BAN (Birkle: page 2, para 22-23); 

(G) forwarding the response to the associated said local Web browser of said BAN 
(Birkle: page 2, para 22-23). 

The Birkle reference fails to teach Network Address Translation. 
However, the Sultan reference teaches 

(B) responding to a request firom a Web browser by having said router check the source 
network address of the requesting browser (Sultan: col. 5, lines 60-67); 

(C) determining in response to a requesting local Web browser the destination network 
address it is requesting (Sultan: col. 6, lines 14-20); 

(D) configuring said router to respond to a destination network address for a remote Web 
server by using network address translation (NAT) to translate the associated source network 
address (Sultan: col. 6, lines 2-5); 

(E) forwarding via said router to said remote Web server an answer to the request 
(Sultan: col. 3, lines 1-11); 

(F) receiving via said router a response from said remote Web server that it received the 
answer (Sultan: col. 2, lines 42-53) in order to pass information across the internet in a secure 
manner (Sultan: col. 1, lines 7-21). 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to create the method of Birkle to include network address translation as taught by Sultan in order 
to pass information across the internet in a secure manner (Sultan: col. 1, lines 7-21). 

Regarding claim 29, 

The Birkle reference the method of claim 28, 
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(M) forwarding a response via the associated said local router to the requesting remote 
browser. 

The Birkle reference fails to teach ignoring requests. 

Hoever, the Sultan reference teaches further including after step (B) the steps of: 

(H) determining in response to a requesting remote Web browser the destination network 
address it is requesting (Sultan: col. 2, lines 65 - coL 3, line 1 1); 

(I) ignoring the request in response to the destination network address being for a remote 
Web server (Sultan: col. 4, lines 50-54); 

(J) sending the request to the associated local Web server in response to the destination 
network address being that of another local Web server (Sultan: col. 3, lines 1-1 1); 

(K) Operating the associated local Web server to check the source network address of the 
Web browser making the request (Sultan: col. 5, lines 60-67); 

(L) responding to the request via the associated said local Web server using remote 
privileges if the source network address is that of a remote Web browser (Sultan: col. 3, lines 42- 
45) in order to pass information across the internet in a secure manner (Sultan: col. 1, lines 7-21). 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to create the method of Birkle to include network address translation as taught by Sultan in order 
to pass information across the internet in a secure manner (Sultan: col. 1, lines 7-21). 

Regarding claim' 31, 

The Birkle reference teaches the method of claim 29 

(P) forwarding a response via the associated said local router to the requesting local 
browser (Birkle: page 2, para 22-23). 

The Birkle reference fails to teach ignoring requests. 
Hoever, the Sultan reference teaches 

(O) responding to the request via the associated said local Web server using local 
privileges if the source network address is that of a requesting local Web browser (Sultan: col. 3, 
lines 42-45) in order to pass information across the internet in a secure manner (Sultan: col. 1, 
lines 7-21). 
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It would have been obvious to one of ordinary skill in the art at the time of the invention 
to create the method of Birkle to include network address translation as taught by Sultan in order 
to pass information across the internet in a secure manner (Sultan: col. 1, lines 7-21). 

Claims 30, 32 are rejected under 35 U.S.C. 103(a) as being unpatentable by U.S. 
Patent Publication No. 2003/0023333 by Birkle et al (Applicants IDS) in view of U.S. Patent 
No. 7,058,973 by Sultan in further view of U.S. Patent No. 5,805,442 by Crater et al 
(Applicant IDS). 

Regarding claim 30, 

The modified Birkle reference teaches the method of claim 29. 
The Birkle reference fails to teach passwords. 

However the Crater reference teaches (N) authenticating via the associated said local 
Web server the password of the requesting remote Web browser (Crater: col. 8, lines 37-63) in 
order to appropriately control client's access to data (Crater: col. 9, lines 3-7). 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to create the method of Birkle to include passwords as taught by Crater in order to appropriately 
control client's access to data (Crater: col. 9, lines 3-7). 

Regarding claim 32, 

The modified Birkle reference teaches the method of claim 29,. 
The Birkle reference fails to teach passwords. 

However the Crater reference teaches authenticating via the associated said local Web 
server the password of the requesting local Web browser (Crater: col. 8, lines 37-63) in order to 
appropriately control client's access to data (Crater: col 9, lines 3-7). 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to create the method of Birkle to include passwords as taught by Crater in order to appropriately 
control client's access to data (Crater: col. 9, lines 3-7). 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner shojuld be directed to Benjamin R Bruckart whose telephone number 571-272-3982. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Saleh Najjar can be reached on (571) 272-4006. The fax phone numbers for the 
organization where this application or proceeding is assigned are (571) 273-8300 for regular 
communications and after final communications. 

Any inqxiiry of a general nature or relating to the status of this application or proceeding 
should be directed to the examiner whose telephone number is 571-272-3982. 

Benjamin R Bruckart 

Examiner 

Art Unit 2155 n^A 





